Abstract. In this paper, the physical layer authentication problem is analyzed theoretically with typical set and channel coding techniques. The wireless channels have characters of reciprocity and uniqueness. High correlation advantage of both sides can be used for authentication. Firstly, the sequences S Alice and S Bob are quantized by estimating the channel. The two sequences are highly correlated, but not identical. And they are naturally confidential to Eve. An authentication framework based on correlative sequences and channel coding is proposed. The attack behavior that Eve may adopt is classified. And the upper and lower bounds of Eve's attack capability are analyzed. Through theoretical analysis, it is found that the upper and lower bounds of the success rate of attack tend to be consistent when the codeword length tends to infinity.
Introduction
In wireless communication systems, the purpose of authentication is to ensure that the received messages do come from the desired transmitter. In other words, in a good authentication system, the receiver should be able to distinguish the legitimate packets from the fake and tampered packets [1] . The traditional authentication model is proposed by Simmons, which is based on the noiseless channel model [2] . The sender Alice shares a private key K with the receiver Bob. And Eve may attack as a malicious third party. Under the best defensive strategy, the lower bound of attack success rate is ( )/ HK  2
2
. In addition, the authentication model must share secret keys firstly or distribute the secret keys through a private channel. It is not suited to some communication scenarios, such as M2M, D2D and other networks. Because authentication depends on the key and cryptographic algorithm, the authentication system is completely invalid in case the key is leaked or the attacker has a strong computing power to crack the key.
Research on physical layer security technology arise in recent years, which is based on Wyner's Wiretap channel model [3] . Csiszár and J. Kőrner spread it to broadcast channel [4] . In this model, it is assumed that the quality of the wiretap channel is inferior to that of the main channel. And the absolute secure communication can be realized without relying on the sharing key. Many researchers have studied the methods of secure communication. Lai studied the authentication model in noisy channel [5] . It is pointed out that secure coding can be used to protect the key under the noisy condition of the Wiretap channel model. And an interesting conclusion is proved. When the channel quality of the main channel is higher than the Wiretap channel, the proposed method can authenticate the message multiple times with the same key without significantly increasing the probability of adversary attack. This conclusion is impossible in noiseless channel.
In recent years, the idea of cross layer authentication has been brought out. Initial authentication is implemented at high level. Subsequent data packets use physical layer authentication based on wireless channel feature fingerprints. That is to determine whether the communication link has been attacked or not by comparing whether the channel characteristics of the previous two packets are consistent or not [6] . Wu proposed a physical layer challenge-response authentication mechanism [7] . The physical layer authentication method is embedded in the high-level Authentication and Key Agreement protocol (AKA). Channel identification can be achieved by adding physical layer challenges to response authentication in a high-level authentication process. It is equivalent to adding a "lock". And authentication strength increases.
Different from the traditional authentication methods based on cryptography, this paper studies authentication security problem based on channel characters and channel coding. Because of the reciprocity of wireless channel, both sides can estimate the channel and extract sequences in the same way. The two sequences are highly correlated, but not completely consistent. It is found that the two related sequences contain the advantages of secret sharing information that third parties do not know. The joint coding of channel character sequences and message sequences is studied by using typical set theory and wiretap channel model theory. And a coding and decoding method which can restrict third party attacks is found. When the length of code tends to infinity, the upper and lower bounds of attack performance tend to be consistent. It proves that channel feature aided security authentication is feasible.
System Model
The system model is shown in Figure 1 . Alice and Bob estimate and quantize the channel. The sequences S Alice and S Bob are extracted in the same way. In this process, Eve get the sequence S Eve which is not related to them. Alice wants to send the message M to Bob. After encoding, Alice transmits the sequence n X . Going through a noisy channel, Bob receives n Y . And Eve receives n Z . Eve attempts to make the Bob receive the messages sent by him. Eve's attack can be either a message newly generated or a message which has been tampered with received information. For ease of expression, this paper defines the following names and their customary expressions. The random variables are represented by the capital letters X, Y. The samples are represented by lower case letters x and y. The sample space is represented by bold upper case letters X and Y. The elements number of X is called potency, denoted as |X|. The x n represents a sequence n of length random variables X: x 1 , … x n .
Secure Authentication Based on Correlative Sequence and Channel Coding
In Time Division Duplexing (TDD) systems, the wireless channels have reciprocity. High correlation sequences can be extracted from channel features for Alice and Bob. Since the locations of Eve are different form Alice and Bob, the channel correlation is greatly reduced. From the point of view of information theory, the channel characteristics of reciprocity between Alice and Bob can be regarded as a natural random source which is not known by Eve. It contains a certain amount of shared private information. With this advantage, channel based authentication can be achieved. The authentication method described in this paper is based on the completion of the initial authentication. It can be used as security enhancement or substitution for message authentication. Because of the symmetry between Alice and Bob, only the case of Bob authenticating Alice is discussed. Exchanging Alice and Bob, it may be two-way authentication.
Related Sequences and Their Properties
Alice and Bob send pilot signals firstly, then channel estimation is carried out. Thus, the channel information sequence is obtained. Eve implements passive eavesdropping during this process. It is supposed that the channels between Alice and Bob are h ab and h ba , while the channels between Alice, Bob and Eve are h ae , h be . Through channel estimation, Alice and Bob can get their approximate values. As shown in Figure It is assumed that the channel changes slowly. Through channel estimation, different estimates of the same channel characteristics can be obtained based on multiple symbols in pilot signals. Because of the high correlation between S Alice and S Bob , they can be viewed as sequences generated by a set of independent identically distributed random variables. The inconsistency can be seen as a disturbance of the random variable V. And the sequence set is V L . According to the typical set theory, there is following lemma [10] :
Lemma1: With the increase of L, the probability of extracting sequence belonging to a typical sequence is approaching 1.
Proof: The type of sequence is the ratio of the occurrence number for each character in a character set. A distribution of random variables V corresponds to one type. The number of typical sets is defined as N. That is, there are N types. Considering the occurrence probability of random variable V is almost equal, that is, N typical sets will appear in almost equal probabilities.
Theoretical Basis of Secure Authentication
Secure authentication means that the attacker Eve cannot forge or tamper an authenticated message under limited attempts. The traditional authentication theory is based on the difficulty of cracking cryptographic algorithms. In recent years, the technology of physical layer security arises based on information theory. The basic idea may be described as below. When secret communication occurs between legitimate parties, eavesdropper intercepts communication information. If the receiver gets a zero amount of mutual information between the sequence and the transmitted sequence, the communication system is called perfect security (also known as unconditional security). The theory of security capacity is firstly introduced, then followed by the security authentication theory and authentication framework.
Perfect Security Presence. Let's review the relevant conclusions with Wiretap Channel [3] . In the wiretap channel model, it is defined that two discrete memoryless channel 
The rate of perfect secrecy Hence perfect secrecy capacity is nonzero. In the Wiretap channel model, the source node and the destination node need not pre-distribution key. With the use of codebook which have higher bit rate than the rate of security information (the message is mapped to several different codewords), the perfect security of communication can be achieved. Typically, the codeword rate is set to a rate that can be supported by the source-destination channel. It enables the legitimate receiver to correctly recover the codeword at that rate. But the rate is too high for attackers to decode. 
Channel
According to Shannon coding theorem, as long as the code length n is long enough, there is a channel codebook C between Alice and Bob. C has
codewords which make the maximum error probability of the decoding to be arbitrarily small.
The coding scheme satisfying (5) and (6) is secure transmission. Similarly, if the encoding designed in the authentication application takes advantage of channel between Alice and Bob, Eve does not know the codeword corresponding to the message M. Moreover, through the eavesdropping process Eve still cannot improve the success rate of attack, and then it becomes security authentication coding.
Here we need to generate a codebook for secure authentication coding. It is referred to the encoding scheme for DMC channels [11] . Specifically, the source node assigns a unique index for a ε-strong typical sequence, and the non-typical sequence is uniformly numbered 0. codewords. The codebook is divided into N subsets, and every subset is associated with a typical set. Since the length of the message and the typical set satisfy (6), the number of codewords in each subset is greater than M . The source node then divides each subset into M binary codewords, each of which represents a message. The following figure shows the structure of the codebook. 
Security Authentication Framework
Alice and Bob transmit pilot signals firstly, and then channel estimation is carried out. Thus, highly correlated channel information sequences S Alice and S Bob are obtained. Eve implements passive eavesdropping in this process and obtains S Eve . Alice attempt to sending the message M to Bob. After encoding, Alice obtained sequences n X . The encoding function is defined as f: M, S Alice -> n X . Through a noisy channel, Bob receives n Y . After decoding, the message M is restored or the message is rejected. Decoding function g is g: n Y , S Bob ->M∪{  }. The  indicates that decoding is failure, or the message is not from Alice.
The codebook consists of N* M codewords. The channel information sequences corresponds to N typical sets. Each message corresponds to one of the subsets.
Eve attempts to make the Bob accept the messages sent by him. For the sake of simplicity, it is assumed that the coding function and the codebook are public. Eve knows all the details except the relevant sequence.
Security Analysis
Now we discuss authentication security. The so-called security authentication is under the limited attack of Eve, the probability of successful attack is negligible. We hope that Eve can't forge an authenticated message through listening channel and dynamically modifying the received message.
Eve can eavesdrop the output of the channel, and can initiate active attacks. There are mainly following two kinds of attacks:
(1)Impersonation attack Eve can block normal communications during the authentication process. Eve sends messages to Bob, expecting to be authenticated as Alice.
(2) Substitution attack Eavesdropping the output of the channel, Eve replaces the message M as M ' , and sends it to Bob. From the point of view of information theory, in the authentication model based on cryptography, since the legitimate communication has the initial assigned key, it has the secret information which is not known by the third party. In the initial stage, Eve has the same success rate as impersonation attacks and substitution attacks. And Eve can only guess the key. When the receiver receives the communication content, it contains the amount of information related to the key. Therefore, the success rate of substitution attack will gradually increase. If encoding and decoding can make the eavesdropper to obtain zero information of the key, then the attacker's ability is limited to the level of guessing the key. In this case, the substitution attack is the same as the impersonation attack.
The success rate of Eve attack is defined as P D , and the success rate of impersonation attack is P I , and the success rate of substitution attack is PS. There are:
= max { , } (7) Because the substitution attack contains process of impersonation attack, its success rate is slightly higher: P I < P S . The following analysis is about the success rate of Eve authentication attacks, that is, the upper and lower bounds of P D .
The Lower Bound on the Success Rate of Authentication Attacks
Firstly, the lower bound of authentication performance is discussed, which means the minimum of P D . According to the previous assumptions, Eve knows the codebook of channel coding. It is also known that the codebook is divided into N groups, but does not know which subset of the codebook is used. Since the probability of every typical set appears almost equally, impersonation attacks by guessing of Eve is taken into account. Eve randomly selects a typical set, with a probability of success of 1/N. Without proof, the following theorem is given:
Theorem 1: the lower bound of the success rate of attacks is1/N.
The Upper Bounds on the Success Rate of Authentication Attacks
In this model, the correlation between SAlice and SBob is higher than SEve. 
Based on the wiretap channel model, Csiszar proposes the "strong security" Wiretap channel coding [12] . Defines a wiretap channel codebook , and P(x,z) is the joint distribution. () Q z is the edge distribution of z. P(x|z) =
is the the conditional distribution when Z = z .
A division of is { , , } 
Here ( 
(13) Consider the set of Eve observations Z n is divided into two parts. One is a small set U, which make d(z) to be smaller, the remaining part is the complement U . There is the following definition:
(14) Based on lemma 2, choose integers n1 and n2 to meet the following:
Then select n so that n>max{n 1 , n 2 }. By analyzing the success rate of substitution attacks P S , we can obtain the following theorem. 
The second equation is established because the channel inputs are uniformly distributed. According to the definition of U, U , and (18), it is available:
Take (13) into consideration, for z ∈ U, there are the following inequality:
After collation: Inequality (a) was established because of max k P(k|z) ≤ 1. Inequality (b) is established because of (19). Inequality (c) is established because of (20).
Defining ε′ = 2e −nα/2 , when n tends to infinity, ε′ tends to 0. Proof complete! From theorem 2, we can see that the upper bound of the substitution attack and the lower bound of the impersonation attack approach to 1 N when the codeword length n is approaching infinity. That is to say, the success rate of Eve's attack coincides with the upper and lower bounds.
Summary
As mentioned above, the requirements for authentication security are channel correlation advantages. This is lower than the requirement of secure transmission. From the point of view of information theory, the private information shared by Alice and Bob forms advantage. Because the estimation of channel can be continues during communication, it ensures the freshness of the extracted sequence. The authentication framework described in this paper does not need to design and implement complex cryptographic algorithms. Because the channel is closely related to the physical location, this method can be used as a useful supplement to high-level authentication. It is easy to realize double authentication of key and location. This paper theoretically proves the feasibility of authenticating sequences by means of reciprocal channel characters. There is a coding method combining authentication code with channel coding, which can realize the security of authentication. However, this encoding requires that the code length approach infinity. How to design a computationally feasible coding may be next problem.
